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	General Course Title:  Network +

	General Course Description:  
This course covers skills needed for technician to describe the features and functions of networking components and to install, configure, and troubleshoot basic networking hardware, protocols, and services.

	College Prerequisite(s):                                                  
	HS/ROCP Prerequisite(s):  

	Advisories/Recommendations:  Knowledge of PC operation and/or A+/IT Essentials

	Course Content:  
1.0  Media and Topologies

1.1
Logical and physical network topologies 

1.2   802.2 (Logical Link Control), 802.3 (Ethernet), 802.5 (token ring), 802.11 (wireless), and FDDI (Fiber Distributed Data Interface) networking technologies
1.3   Cable standards   

1.4   Media connectors 

1.5   Media types 

1.6   Network components 

1.7   Wireless technologies  

2.0  Protocols and Standards  

2.1 
MAC (Media Access Control) addresses  

2.2  
Seven layers of the OSI (Open Systems Interconnect) model 
2.3  
OSI (Open Systems Interconnect) and network components 

 2.4   Network protocols-routing, addressing schemes, interoperability  and naming conventions
2.5 
Components and structure of IP (Internet Protocol) addresses (IPv4, IPv6) and the required setting for connections across the Internet
2.6  
Classful IP (Internet Protocol) ranges and their subnet masks 
2.7    Subnetting
2.8 
Private and public network addressing schemes
2.9  
IP (Internet Protocol) addressing methods

2.10 TCP / IP (Transmission Control Protocol / Internet Protocol) suite 

2.11 TCP / UDP (Transmission Control Protocol / User Datagram Protocol) ports    

2.12 Well-known ports 

2.13 Network services and protocols 

2.14 WAN (Wide Area Networks) technologies
2.15 Internet access technologies 

2.16 Remote access protocols and services 

2.17 Security protocols 

2.18 Authentication protocols  

3.0 Network Implementation 
3.1   Server operating systems   

3.2    Client workstations   

3.3   Wiring tools  

3.4  
Servers   

3.5  
Firewall   

3.6  
Proxy service  

3.7   Security implementation
3.8   VLANs (Virtual Local Area Networks)  

3.9 
Extranets and intranets
3.10  Antivirus software   

3.11 Fault tolerance   

3.12 Disaster recovery 

4.0 Network Support 

4.1   Network utilities  

4.2   Network diagnostic utilities  

4.3  
Visual indicators 

4.4  
Client remote network services 

4.5   Server environments 

4.6  
Network resources  

4.7  
Physical topology/network diagram
4.8   Troubleshooting infrastructure 

4.9  
Logical troubleshooting strategies 

	Competencies and Skill Requirements (Use additional pages as necessary.)  Where appropriate, please incorporate standards being used (e.g. CTE standards).
At the conclusion of this course, the student should be able to:
●Given a business scenario, identify and describe key components of a physical and logical network
● Identify, describe, and differentiate various network protocols and standards 
● Given a connectivity scenario determine the impact on network functionality of a particular security implementation
● Given a troubleshooting scenario choose the appropriate strategy to resolve the problem

	Measurement Methods (include any industry certification or licensure):
Measurement methods include problem solving exercises; written reports; examinations; skills based assessments; class and individual projects, online projects and tests.   

	Sample Textbooks or Other Support Materials (including Software):
Mike Meyers Network + Guide to Managing and Troubleshooting Networks, McGraw-Hill
Network + Guide to Networks 5th Edition, Tamara Dean
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